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My BackgroundMy Background

IT DirectorIT Director
Tennessee General AssemblyTennessee General Assembly
19951995--19991999

Asst Commissioner / AdministrationAsst Commissioner / Administration
TN Dept of General ServicesTN Dept of General Services
19871987--19951995

Information Technology ConsultantInformation Technology Consultant
TN Dept of Finance and AdministrationTN Dept of Finance and Administration
19851985--19871987

CIOCIO
Metropolitan Government of Nashville/Davidson CountyMetropolitan Government of Nashville/Davidson County
19991999--20052005





Infrastructure OptimizationInfrastructure Optimization
a modela model--based approachbased approach…… on three levelson three levels

Provides capability framework Provides capability framework 
to help you build an optimized to help you build an optimized 
infrastructure (not Microsoftinfrastructure (not Microsoft--
specific)specific)
Establishes a foundation Establishes a foundation 
based on industry analyst, based on industry analyst, 
academic, and consortium academic, and consortium 
researchresearch
Provides guidance and best Provides guidance and best 
practices for steppractices for step--byby--step step 
implementationimplementation
Drives cost reduction, security Drives cost reduction, security 
andand efficiency gainsefficiency gains
EnablesEnables agilityagilityIT
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Data Protection and Recovery

Desktop, Device, and Server Mgmt
Identity  & Access Management

Security and Networking

Core Infrastructure Optimization ModelCore Infrastructure Optimization Model
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Business Intelligence

Enterprise Content Management
Collaboration
Unified Communications

Enterprise Search

Business Productivity Optimization ModelBusiness Productivity Optimization ModelBusiness Productivity Optimization Model
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Application Platform Optimization ModelApplication Platform Optimization Model
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The IO JourneyThe IO Journey
…… getting there from heregetting there from here

DynamicStandardized RationalizedBasic

Cost Center Cost Center More Efficient More Efficient 
Cost CenterCost Center

Business Business 
EnablerEnabler

Strategic Strategic 
AssetAsset

Uncoordinated, 
manual

Infrastructure
Knowledge not 

captured 

Managed IT 
Infrastructure 
with limited

automation and 
knowledge capture

Managed and 
consolidated IT

Infrastructure
with extensive 
Automation, 
knowledge 

captured and re-
used

Fully automated 
management, 

dynamic resource 
Usage , business 

linked SLA’s.  
Knowledge 

capture automated 
and use 

automated

....””we fight fireswe fight fires””....



Core InfrastructureCore Infrastructure
…… the five core capabilitiesthe five core capabilities

DynamicStandardized RationalizedBasic

IT and Security ProcessIT and Security Process
Best-practice guidance on cost-effective solution design, development, operation, and support

Desktop, Device, and Server ManagementDesktop, Device, and Server Management
Software distribution, Patch management, Mobility, Imaging, VirtSoftware distribution, Patch management, Mobility, Imaging, Virtualizationualization

Data Protection and RecoveryData Protection and Recovery
Backup, Restore, Storage managementBackup, Restore, Storage management

Security and NetworkingSecurity and Networking
Policy, Antimalware, Firewall, Access control, Network protectioPolicy, Antimalware, Firewall, Access control, Network protection, Quarantinen, Quarantine

Identity and Access ManagementIdentity and Access Management
Directory services, User provisioning, DirectoryDirectory services, User provisioning, Directory--based authenticationbased authentication



Basic Basic ……. . where the journey beginswhere the journey begins

Basic Standardized Rationalized Dynamic

•• Policies for security and compliance are inconsistent or nonexisPolicies for security and compliance are inconsistent or nonexistenttent
•• Health of services is unknown due to the lack of tools and resouHealth of services is unknown due to the lack of tools and resourcesrces
•• There is no vehicle for sharing accumulated knowledge across ITThere is no vehicle for sharing accumulated knowledge across IT
•• Environments are extremely hard to control Environments are extremely hard to control 
•• Organization is very reactive (and vulnerable) to security threaOrganization is very reactive (and vulnerable) to security threatsts
•• Software deployments, security updates, and services are provideSoftware deployments, security updates, and services are provided through high d through high 

touchtouch

Unstructured and lacking central control, infrastructure based oUnstructured and lacking central control, infrastructure based on manual n manual 
processes, ad hoc security, and disparate resourcesprocesses, ad hoc security, and disparate resources



BASICBASIC

Basic IO Capabilites Basic IO Capabilites 

Identity & Access 
Management
•No Centralized 
Directory for 
authentication

Ad Hoc Ad Hoc 
MonitoringMonitoring

Multiple Multiple 
DirectoriesDirectories

Ad Hoc Ad Hoc 
BackupBackup

Ad HocAd Hoc
Terminal ServicesTerminal Services

Ad Hoc VirtualAd Hoc Virtual
ServicesServices

Ad Hoc Ad Hoc 
Network Network 
ServicesServices

FirewallFirewall
Ad Hoc Ad Hoc 

AntivirusAntivirus

Security
•No Anti-Virus
•No Centralized 
firewall 

•No DNS and DHCP

Desktop Mgmt
•No Patch Mgmt
•No Standard Images
•No Image strategy
•Multiple OS, more 
than 2 OS 

Server Mgmt
•Monitoring bellow 
OS for 80% critical 
server

Mobile Device Mgmt
•No Mobile device 
provisioning

Virtualization Data Protection and 
Recovery

•No Backup / Restore 
on 80% of critical 
server

ITIL / COBIT
•No formal Change, 
Incident or Problem 
process

Security Process
•Limited Security 
Accountability

•No Formalized 
Incident Response

•Limited Access 
Control

Ad Hoc Ad Hoc 
Image Image 

StrategyStrategy

Ad Hoc Ad Hoc 
Mobile Mobile 

Device MgmtDevice Mgmt
Ad Hoc Ad Hoc 

Patch MgmtPatch Mgmt

No FormalNo Formal
ProcessesProcesses

Limited SecurityLimited Security
PoliciesPolicies

Identity & Access 
Management
•No Centralized 
Directory for 
authentication

Security
•No Anti-Virus
•No Centralized 
firewall 

•No DNS and DHCP

Desktop Mgmt
•No Patch Mgmt
•No Standard Images
•No Image strategy
•Multiple OS, more 
than 2 OS 

Server Mgmt
•Monitoring bellow OS 
for 80% critical server

Virtualization

Mobile Device Mgmt
•No Mobile device 
provisioning

Data Protection and 
Recovery

•No Backup / Restore 
on 80% of critical 
server

ITIL / COBIT
•No formal Change, 
Incident or Problem 
process

Security Process
•Limited Security 
Accountability

•No Formalized 
Incident Response

•Limited Access 
Control

1 FTE1 FTE



Basic Standardized Rationalized Dynamic

Standards and policies to manage desktops, mobile devices, and Standards and policies to manage desktops, mobile devices, and 
servers introduce controls and operational consistencyservers introduce controls and operational consistency

•• Single Enterprise Directory used to manage resources, security pSingle Enterprise Directory used to manage resources, security policies, and network olicies, and network 
accessaccess

•• Value of basic standards / policies recognized but not yet impleValue of basic standards / policies recognized but not yet implemented broadlymented broadly
•• Deployments / security updates / desktop services provided at meDeployments / security updates / desktop services provided at medium touchdium touch
•• Inventory of hardware / software assets maintained, license use Inventory of hardware / software assets maintained, license use is managedis managed
•• Security is improved with a lockedSecurity is improved with a locked--down perimeter, though internal security may still down perimeter, though internal security may still 

be at riskbe at risk

Standardized Standardized …… putting the pieces in placeputting the pieces in place



Standardized IO CapabilitiesStandardized IO Capabilities

STANDARDIZEDSTANDARDIZED

Security
•Standard Antivirus 
•Centralized Firewall
• Internal DNS, DHCP

Identity & Access 
Management
•Unified Directory Service 
for authentication using 
Active Directory

Desktop Mgmt
•Automated Patch Mgmt
•Standard Images
•Image strategy (OS, AV, 
Apps)

•Standardized on2 OS 
•No application 
compatibility testing

Server Mgmt
•Monitoring OS for 80% 
critical server

•Defined set of standard 
images

Mobile Device Mgmt
•Mobile device provisioni
•Security Policy
•Remote wipe
•Policy enforcement

Virtualization
•Virtualization for test 
environments

Data Protection and 
Recovery

•Backup / Restore on 80% 
of critical server

ITIL / COBIT
•Defined Support Services 
for Problem, Change and 
Configuration 
Management

Security Process
•Accountability to Data 
Security

•Limited Risk Assessment
•Password Protection of 
Data

•Limited Tools and Policy 
Compliance Automation

FormalFormal
FirewallFirewall

StandardStandard
AntivirusAntivirus

MonitoringMonitoring
Critical Critical 
ServersServers

CentralizedCentralized
DirectoryDirectory

Backup / RestoreBackup / Restore
Critical ServersCritical Servers

DNS, DHCP, plusDNS, DHCP, plus
NetworkingNetworking

ServicesServices

Desktop PatchDesktop Patch
ManagementManagement Ad HocAd Hoc

Terminal Terminal 
ServicesServices

VirtualizationVirtualization
Dev and TestDev and Test

Standard Standard 
Image Image 

StrategyStrategy

Simple Simple 
Mobile Mobile 

Device MgmtDevice Mgmt

FormalFormal
ProcessesProcesses

DeployedDeployed
Security PoliciesSecurity Policies

Security
•Standard Antivirus 
•Centralized Firewall
• Internal DNS, DHCP

Identity & Access 
Management
•Unified Directory Service 
for authentication using 
Active Directory

Desktop Mgmt
•Automated Patch Mgmt
•Standard Images
•Image strategy (OS, AV, 
Apps)

•Standardized on2 OS 
•No application compatibility 
testing

Server Mgmt
•Monitoring OS for 80% 
critical server

•Defined set of standard 
images

Mobile Device Mgmt
•Mobile device provisionin
•Security Policy
•Remote wipe
•Policy enforcement

Virtualization
•Virtualization for test 
environments

Data Protection and 
Recovery

•Backup / Restore on 80% 
of critical server

ITIL / COBIT
•Defined Support Services 
for Problem, Change and 
Configuration Management

Security Process
•Accountability to Data 
Security

•Limited Risk Assessment
•Password Protection of 
Data

•Limited Tools and Policy 
Compliance Automation



Rationalized Rationalized …… moving from reactive to proactivemoving from reactive to proactive

Basic Standardized Rationalized Dynamic

•• Security is proactive and response to threats is rapid and contrSecurity is proactive and response to threats is rapid and controlledolled
•• The use of zeroThe use of zero--touch deployment helps minimize cost and timetouch deployment helps minimize cost and time
•• Minimal number of desktop images and lowMinimal number of desktop images and low--touch managementtouch management
•• Hardware and software inventory is managed, with optimal licenseHardware and software inventory is managed, with optimal license useuse
•• Security measures involve strict policies and controlSecurity measures involve strict policies and control

Costs involved in managing desktops and servers are at their lowCosts involved in managing desktops and servers are at their lowest, est, 
with integrated IT management policies, tools, and processeswith integrated IT management policies, tools, and processes



Rationalized IO CapabilitesRationalized IO Capabilites

RATIONALIZEDRATIONALIZED

Service Service 
DeskDesk

SLA BasedSLA Based
AdministrationAdministration
& Monitoring& Monitoring

Centralized Centralized 
IdentityIdentity

ManagementManagement

ConfigurationConfiguration
& Asset& Asset
MgmtMgmt

Information Information 
ProtectionProtection

CapacityCapacity
& Server & Server 
WorkloadWorkload

MgmtMgmt

Data Data 
ProtectionProtection

MgmtMgmt

Terminal Terminal 
ServicesServices Virtual Virtual 

MachineMachine
MgmtMgmt

Network Network 
ServicesServices

ManagementManagement

CacheCache VPNVPN
Application Application 

GatewayGateway

FirewallFirewall
Secure Server Secure Server 

IsolationIsolation

AntivirusAntivirus
CentralizedCentralized
Anti SpamAnti Spam

Automated Automated 
Image Image 

StrategyStrategy

Mobile Device Mobile Device 
Provisioning Provisioning 

& Mgmt& Mgmt

Formal & FollowedFormal & Followed
Processes with SLAProcesses with SLA’’ss

Defined & FollowedDefined & Followed
Security & Compliance PolicySecurity & Compliance Policy

SecuritySecurity
•• Secure Remote AccessSecure Remote Access
•• Server to server isolationServer to server isolation
•• Consolidation of branch Consolidation of branch 
securitysecurity

•• Policy managed firewalls Policy managed firewalls 
on server and clienton server and client

•• Secure Wireless Secure Wireless 
•• Client Side CertificatesClient Side Certificates

ntity & Access ntity & Access 
nagementnagement
licy enforced icy enforced 
ndard Configurationndard Configuration
oup policy oup policy 
nagementnagement
ormation Protection ormation Protection 
astructure (RMS) astructure (RMS) 

Desktop MgmtDesktop Mgmt
•• NN--2 OS and patchable office suite2 OS and patchable office suite
•• Automated asset mgmt & tracking Automated asset mgmt & tracking 
•• Automated OS image deployment Automated OS image deployment 
•• Layered image strategyLayered image strategy
•• Configuration monitoringConfiguration monitoring
•• Desktop Error Monitoring Desktop Error Monitoring 
•• Application compatibility testingApplication compatibility testing
•• Automated Application distribution for Automated Application distribution for 
80% of their desktop (physical or virtual) 80% of their desktop (physical or virtual) 

Server MgmtServer Mgmt
•• SLA Monitoring of mission SLA Monitoring of mission 
critical servers critical servers 

•• IT Service Level ReportingIT Service Level Reporting
•• Automated OS Deployment Automated OS Deployment 
•• Automated Patch management Automated Patch management 
•• Centralized management of Centralized management of 
Branches Branches 

•• Monitor and report configuration Monitor and report configuration 
compliancecompliance

Mobile Device MgmMobile Device Mgmt
•• Certificate Certificate 
Provisioning & Provisioning & 
Authorization for Authorization for 
Mobile DevicesMobile Devices

•• Web Apps  (WAP)Web Apps  (WAP)
•• 802.1X certificates 802.1X certificates 
Mobile Devices Mobile Devices 

VirtualizationVirtualization
•• Virtualization in branch Virtualization in branch 
offices offices 

•• server consolidation server consolidation 
•• Terminal ServicesTerminal Services

Data Protection and RecoveryData Protection and Recovery
•• Backup/restore on all servers + Backup/restore on all servers + 
SLASLA

•• Clustering or similar for defined Clustering or similar for defined 
availability availability 

•• Server Backup & Restore via Server Backup & Restore via 
VirtualizationVirtualization

•• If Branches: centralized backup of If Branches: centralized backup of 
servers servers 

ITIL / COBITITIL / COBIT
•• Defined Problem, Change  and Release ManagementDefined Problem, Change  and Release Management
•• Fully documented OperationsFully documented Operations
•• Defined Service LevelsDefined Service Levels
•• Enhanced Configuration ManagementEnhanced Configuration Management
•• Formalized Process for system administration, service Formalized Process for system administration, service 
monitoring monitoring 

•• Network administration conduct operations management Network administration conduct operations management 
reviews across all phases of an IT service lifecycle reviews across all phases of an IT service lifecycle 

Security ProcessSecurity Process
•• Defined Security Defined Security 
Compliance and Compliance and 
Automated Audit ToolsAutomated Audit Tools

•• Documented Threats Documented Threats 
and Vulnerabilitiesand Vulnerabilities

•• Security Standards for Security Standards for 
SW AcquisitionsSW Acquisitions





Infrastructure Optimization SavingsInfrastructure Optimization Savings

Limited PC Security
• PC firewall
• Auto patching

Identity & Access Management = $170/PC Savings

PC Security = $130/PC Savings

ultiple Directories
Many auth. directories
No dir synchronization
Manual user provisioning

Single directory for Auth
• One authentication dir.

Automated provisioning
• Single Sign-on
• Auto password reset
• Auto user provisioning

Comprehensive PC Security
• Anti Spyware
• Enforced security compliance

with Network Access Control

$1,320/PC$1,320/PC $580/PC$580/PC $230/PC$230/PC

Limited sys mgmt
• Single sys mgt tool
• Software packaging
• Software distribution

Systems Management = $230/PC Savings
system-wide mgmt
oor sys mgt tool coverage

Duplicate mgmt tools
Manual deployment

Standardization
• Defined PC lifecycle
• Limited policy based PC mgt
• Many software configs

Stds Compliance
• Defined PC Lifecycle, stds 

enforcement
• Full policy based PC mgt
• Minimal hw, sw configs

one
No PC life cycle strategy
No policy based PC mgt
Many hw, sw configs

nimal PC Security
Anti-virus
Manual patching
No enforced security

Comprehensive sys mgt
• Hw, sw inventories
• Hw, sw reporting
• Auto/targeted sw dist.

Standardization & Standards Compliance = $300/PC Savings



www.microsoft.com/optimizationwww.microsoft.com/optimization
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THANK YOU!
richard.mckinney@microsoft.com


